Stop unwanted removable
media devices




Intelligent Media Access Control

Vianaging the threat of
portable storage devices

With 70% of security breaches originating inside the enterprise, organizations are
being forced to rethink the key threats facing their networks. Heavy investments in
anti-virus, content filtering and intrusion detection technologies have gone a long
way to securing the email and internet gateways, but these mechanisms cannot stop
users removing sensitive data or introducing threats onto the network through their

desktops and laptops.

Historically, controlling data transfer at the PC was not a
concern. But the emergence of fast data connections Origination of threats
such as USB and Firewire ports, combined with the
proliferation of high-capacity lifestyle IT devices including
music players and portable memory sticks, has made it
easier than ever for computer users to remove confidential
files from the network, introduce malware into the

organization or use corporate IT resources to transfer
B Inside the Enterprise (70%)

inappropri nten h as music and vi files.
appropriate content such as music and video files B Outside the Enterprise (30%)

Whether accidentally, opportunistically or planned, the
threat of uncontrolled portable media devices on the

network is now the major security risk facing all types
of organizations. Security spend per PC

DeviceWall® from Centennial Software protects
organizations from these threats by actively managing
removable storage devices as they are connected to PCs

on the network.

B Email and Internet defenses (80%)
DeviceWall supports the legitimate use of these devices B PC Data control (20%)

by staff with appropriate privileges — ensuring that business

productivity is not effected while actively preventing the

use of restricted media by unauthorized users.






~rotecting the integrity
of your network

©® DeviceWall helps organizations effectively address the risk created by the blurring of
corporate computing assets and personally-owned lifestyle IT devices. The solution offers
a more intelligent alternative to the wholesale lockdown of PCs through the selective
management of access to particular devices based upon a user’s (or group of users)

specific needs and privileges.

Supported Device Classes

Calculating the risk

With the vast majority of desktop and laptop PCs now :
of removable media

featuring CD writers and high-speed data ports, it has
never been easier for a user to remove sensitive data,
introduce malicious code or transfer inappropriate content.

DeviceWall guards against the risks of accidental or
deliberate security breaches by actively controlling which
types of devices can be accessed by different users:

Storage Devices
© Diskette drive
© Plug and play storage, including:

@ USB memory sticks and portable disk drives
iPods & MP3 players
CompactFlash cards, digital cameras etc

00O

Other removable media devices

PDAs & Handheld Devices
© MS pocket CE (includes: iPAQ, AXIM etc)
© Palm OS devices (including Treo phones)

© Blackberry email clients

Optical Drive
© DVD/CD ROM (includes internal & external Capacity

drives / writers)



4\ DeviceWall™ Policy for Centennial Software
DeviceWall™ security policy in operation.
Click here for detals of your access rights.

This message is generated by DeviceVWal; it is not an error on
your PC, If you have a legitmate need to use a restricted
device, please contact your ine manager.
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Temporary Device Access

DeviceWall is designed with real business needs in mind.
Not only does the solution ensure that legitimate device use
continues unhindered, it also allows administrators to react
quickly to exceptional circumstances where a user requires
temporary ‘one off’ access to a normally restricted device.

© For Online Users
For PCs connected to the network, the administrator
simply updates the policy for the affected user, granting
temporary access to the specified class of device.
The policy is then simply pushed to the computer
the employee is using.

®© For Offline Users
There will inevitably be the rare occasion where an
off-site employee, with no access to the network, needs
access to a blocked device. In these instances,
DeviceWall has a unique mechanism (based on a security
key exchange process) to permit temporary access
to a specified device type until the end of the current
Windows session.

Temporary Access Tool - Enter User Code

Enter the offiine user's code in the fields below.

(The code is generated by running the
DeviceWal Control Panel Applet.)

| | ] I

Offiine user's name:
| Paul Jones

Comment (optional):
Ioﬁ-ﬁnusasﬁd(uoepﬁm

| < Back I Next > | Cancel I

DeviceWall offers a unique offline temporary access mechanism

This combination of an effective security solution,
coupled with the capability to handle one-time
exceptions, means that DeviceWall is the ideal solution
for organizations looking to protect the integrity of
the network without affecting business productivity.

Client Service
MS Windows NT/2000/2003/XP operating systems

Control Centre
MS Windows 2000/2003/XP
MS IIS 5 or later

Supported (NOT Required)
Active Directory

Effective & Efficient Management

DeviceWall is designed to be simple to deploy with a low
ongoing management overhead. It uses a common policy
format deployed across all (or selected) PCs on the network,
which is automatically checked at definable intervals and
events to ensure each PC is using the currently prevailing
policy. Where an organization has remote computers,
DeviceWall will automatically update these machines with
the latest policy as soon as they re-connect to the network.

DeviceWall enables administrators to see at a glance which
version of the policy is held on each PC as well as providing
a full time-stamped audit trail to track the incremental
changes to a policy over time.

Change Log

Policy Change Log Format:
- Control Center User
-Time & date Control Center session began

-Time & date temporary access granted
- Device Class to which access was granted
- User to whom access was granted plus comment

CENTENNIAL \mfisher
) Session beginning Wed Mar 09 16:42:19 2005
[#-1_) Session beginning Wed Mar 09 16:52:50 2005
4122 Session beginning Thu Mar 17 11:12:35 2005
#)(£3) Session beginning Thu Mar 17 11:30:25 2005
{2 Session beginning Thu Mar 17 13:25:43 2005
=) Session beginning Thu Mar 17 13:42:46 2005
* Pocket PC Devices (PAQ, Axim, etc.)
# -z DVD/CD-ROM Drives
# e Plug &Play Storage (MemoryStick, iPod, CompactFiash, Cameras, etc.)
[+ Plug Policy exception for Paul Jones Thu Mar 17 14:12:46 2005

eou.. | o, |
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DeviceWall’s audit trail of all policy changes and exceptions

A Positive User Experience

Good practice dictates that a policy should be clearly
communicated to, and understood by, the people it effects.
Education, enforcement and the management of exceptions
are key to acceptance.

DeviceWall upholds these principles by offering administrators
several options to remind users what restrictions they are
subject to, including a dialog at log-in and on-screen alerts
when a restricted device is connected to the PC. It also
offers the company the ability to display a user-defined
message to instruct on next actions, as well as a discrete
facility to handle temporary permissions.

Hardware Requirements
DeviceWall supports any hardware specification that runs
the operating systems above

Client File Size
The typical size of a client agent is just 70Kb

Policy Update Frequency

The default setting is to check and update policy every six
hours and/or upon connection to the network or re-boot.
This frequency can be configured by the administrator.
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